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Quote - “Currently, DevOps is more like a philosophical movement, not yet a precise
collection of practices, descriptive or prescriptive”
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BACKGROUND

* APPLICATION SECURITY IS DIFFERENT

* THE DEVELOPMENT PROCESS BRINGS UNIQUE THREATS AND CHALLENGES
* DEVELOPERS WANT TO WORK WITHOUT BARRIERS

* VULNERABILITIES CAN POP UP AT ANY TIME

« CODE THEFT (I MEAN REUSE) IS RIFE

e DELIVERY SPEED CHALLENGES TRADITIONAL WAYS OF WORKING

e DEPLOYMENT MODELS HAVE CHANGED



AGENDA

WHAT IS A DEVSECOPS PIPELINE?

HOW THE TERMINOLOGY FITS¢

WHAT COMPONENTS MAKE UP A PIPELINE?
WHAT ARE THE SECURITY CONCERNS?
WHAT TOOLS ARE IN OUR KITBAG?

WHAT ARE THE CONTROLS?



What is a DevSecOps Pipeline

Security Measurement and Validation

Plan Code Build Integrate Test Release Deploy Operate Monitor

Designing the Software Writing the Code Compiling the Software Combining the Software Testing the Software Releasing the Software Deploying the Software Operating the Software  Detecting and investigating

Constant Feedback
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How the DevOps Terminology Fits

Plan Code Build Integrate Test Release Deploy Operate Monitor

Designing the Software Writing the Code Compiling the Software Combining the Software Testing the Software Releasing the Software Deploying the Software Operating the Software  Detecting and investigating

Constant Feedback



What are the components within a Pipelinee¢

This applies to your Application Development pipeline and your Infrastructure as Code pipeline

Repository Manager Repository Package Manager

Build Tool Container Registry (Repo)
Deployed Infrastructure and Application - Pre

Integrated Development Environment Container/HyperVisor Prod

Deployed Infrastructure and Application -
Orchestration Tool Prod

Security Measurement and Validation

Plan Code Build Integrate Test Release Deploy Operate Monitor

Designing the Software Writing the Code Compiling the Software Combining the Software Testing the Software Releasing the Software Deploying the Software Operating the Software  Detecting and investigating




- What are the threats
- Who are the users
- What regulations do we
need to follow?
What is the long term
strategy?
- How do we manage 3rd
party APls
- Whats standards are
applicable?
Developers trained?

So what are the Security Concernse

- Trust the source of the
code?

- 3rd party packages/
scripts/source code/test
code vulnerable?

- Licenced code in use?
- Poor coding or error?

- Malicious code present?
- Coding standards being
followed?

- Creds/Secrets securely
implemented

- Vulnerable code or
packages present?

- Are dependant
packages still safe?

- Licensed to use the
dependant packages?
- Trust the source?

- Are secrets safe?

- Vulnerable packages
present?

- Dependancies met?

- Is everything talking as
expected?

- Can we trust the
components?

- If 3rd parties are
developing part of the
application can we trust
they have done things
securely?

- Are we using vulnerable
code/components?
- Can we break the logic?
- Have we tested all
misuse and abuse cases?

- Are we using vulnerable
code/components?

- Can we trust the
components?

- Are we licensed to use
the dependant
packages?

- Are we using vulnerable
code/components?

- Are deployed
components licenced?

- Blast Radius

- Exposed credentials?

- Down revisions of code
in use?

- Is “on the fly” alteration
of code outside of the
pipeline possible?

- Is everything available?
- Is the service running ?
- Are there any
vulnerabilities?

- Is anybody attacking
the infrastructure?

- Can we determine what
happened in a breach

- Are we maintaining the
environment effectively

- Do we have any
vulnerabilities in either the
infrastructure, application
or both?

- Do we obtain forensics
after a breach?

- Are we complying with
regulation?

Security Measurement and Validation

Plan

Designing the Software

Code

Writing the Code

Build

Compiling the Software

Integrate

Combining the Software

Test

Testing the Software

Release

Releasing the Software

Deploy

Deploying the Software

Operate

Operating the Software

Monitor

Detecting and investigating




What Tools do we have in the kit bage

Software Composition Analysis

Threat Modelling Tool Static Application Security Testing Penetration Testing

Use Case Modelling Open Source Software Securit Dynamic Application Security Testin I AT RE R
Tool . . = - . SORREEEE — i Security Protection

Digital Signatures and Secrets Management _
Architecture Tooling _

Security Measurement and Validation

Plan Code Build Integrate Test Release Deploy Operate Monitor

Designing the Software Writing the Code Compiling the Software Combining the Software Testing the Software Releasing the Software Deploying the Software Operating the Software  Detecting and investigating




- Threat Modelling

- Design the User Stories

- Business Misuse and

Abuse Case development

- Environment Strategy

-Dependancy Modelling
(APIs etc)

- Educated developers

- Standards

Plan

Designing the Software

- SCA

- Code and Package

Caching

- Dependancy Checking
- Vulnerability Checking

- Licencing
- Alpha Testing
- Secure Coding
- Digital Sign
- Code Review
- SAST

Code

Writing the Code

What are the Conftrols@e

- SCA
- Pre Production
- Beta and UAT Testing
- Production
- Environment Controls
- Operational Controls
- Digital Sign and Validate - Digital Sign and validate
Code, packages and laC
- SIEM - System Misuse
and Abuse case
validation

- SCA
- Code Linting
- DAST
- Functional Testing
- Smoke Testing (basic - Quality Assurance
functional testing) Testing
- Digital Sign and Validate - Integration Testing
- Fuzzing
- Digital Sign and Validate

- SCA
- Dependancy Checking
- Vulnerability Checking
- Licensing

- Digital Sign and Validate

- Code Linting

- SAST

- SCA

- Unit Testing - SCA

- DAST

Security Measurement and Validation

Build

Compiling the Software

Test

Testing the Software

Release

Integrate

Combining the Software Releasing the Software

Deploying the Software

- SCA

- Monitor vulnerabilities
via package registration
- RASP

- Penetration Testing

- Patching
- Build Compliance

Deploy Operate

Operating the Software

- Vulnerability Scanning

- Digital Sign and Validate

- Log Analysis for after
incident Analysis

- Forensics

- Security Metrics

- SIEM integration

Monitor

Detecting and investigating




In Summary

| have tried to decompose and educate the uninitiated to the world of modern application
security. Why, because it is so very different from traditional application delivery mechanisms and
a world away from normal infrastructure security. The principles remain the same but the
approach to securing is different.

As security professionals we need to understand, adapt and evolve to meet the challenges
presented by modern software development practices. | hope this has helped you on that

Journey.

Quote : "“"It is not the strongest of the species that survive, nor the most intelligent, but the one
most responsive to change.”
— Charles Darwin
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Questions?

Contact: Rob Campbell
Email : cosac@assuredcontrol.com

Linkedin :  robert-campbell-security

These slides and other goodies -

| am willing to provide the layered source diagrams for you to modify and use.
They are in Omnigraffle format but | can convert to Visio. Just email and ask.
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Pipeline Components Description

Appendix A —
Pipeline

Com ponen’rs Provides the developers the tools to;

Integrated
Development - Security and other Plugins - Source Code Editor. - Versioning
Environment - Compiler - Debugger - Class and Object Browsers
- Interpreter - Build Automation.

Supports the Software Development Process by enabling collaboration via sharing and reuse.

- Acts as a storage location for code and packages

- Package Manager

- Manages malware and vulnerabilities within the repo

- Uses strong identity, Permisions and Digital signatures to help control threat of malware and build trust.

Repository

A Repository Manager deals with;

- User triggering the build (whether manually - Dependencies used
=T olo i (o] aA\Y ETgETe [T or by committing to revision control) - Environment variables
- Modules built - Packages installed

- Sources used (commit id, revision, branch)

A package manager deals with
- Package distributions of software and data in archive files.
- Packages metadata, such as

- Software's name, - Check diaital sianat
g g - Description of its purpose, - Vulnerability information
- Version number, - A list of dependencies necessary for the software to fdn properly.

- Vendor,




Appendix A — Pipeline Components Description

Pipeline
Compon ents Automates the creation of executable applications from source code.
- compiling
Build Tool - linking
- packaging

Container/Hypervisor
Engine

-Provides the infrastructure to support the running of a virtualised environment to run applications.

Container/VM A repository, or collection of repositories, used to store container/VM images for application development
Registry and laC type deployments.

Manages the infrastructure used to support the running of virtualised environments.

- Provisioning and deployment of containers - Exposing Container Services
Container/VM - Redgndancy and avgllablllty qf containers - Health Monlt.orlng
Orchestrati - Scaling up or removing containers to spread - Load balancing
(CAESHALON the application load evenly - Application configuration
- Movement of Containers between hosts - Key and Certificate Managemen#

- Allocation of resources to and between containers




Appendix B -Security
Tools

What it does

Security Tooling

- Discovers OS
dependancies

- Versioning

- Usage Info

- Alerts on risks and policy
violations

- Licensing

- Policy based blocking with
workflow

Software Composition
Analysis (SCA)

Weaknesses

- Vulnerability detection only
as good as the intelligence.
- Quality of data on
vulnerabilities can be
variable.

Core Capability

Prevention

- Finds Coding Errors

- Analyses the code and
binary without executing

- Doesn’t need to be
deployed

- Finds vulnerabilities early
so fix is quicker and
cheaper.

- Runs in IDE or Repo

Static Application
Security Testing
(SAST)

AKA - White box
Testing

- Won’t discover run-time
vulnerabilities

- Lots of False Positives and
False Negatives

I

Remediate

Dynamic Application
Security Testing
(DAST)

AKA - Black Box
Testing

- Analyses the running
application
- Finds Runtime errors

- Won’t find Coding errors

Remediate
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Appendix B — Security

Tools

What it does

Security Tooling

- Works within the
application whilst running

Runtime Application [GssEFalssbEIEL
Security Execution

_ - Looks for unusual
Protection (RASP) ¥Ry,

- Can terminate the a
suspicious session

Weaknesses

- Can be performance
heavy

Core Capability

Prevention

- Provide integrity
throughout the pipeline.
- Enables Trust

Digital Signatures

- Requires PKI and all
associated controls to
protect the infrastructure.

- Includes human insight

Slalsiiziile s =silsls | -Tests infrastructure as well
as application

- Point in time

- Dependant on Testers skill
and experience

- Massive variation in
technology means you need
to pick and choose your
testing partner/testers.




