
Threat Intelligence and Predictive Security Domain
(Business Service)

Sub Domains (Business Value Stream)

Value
The Threat Intelligence and Predictive Security Service enables 

organisations to proactively defend against evolving threats by providing 
actionable insights, predictive capabilities, and collaborative threat 

management. By leveraging intelligence-driven strategies and advanced 
analytics, this domain enhances situational awareness, reduces risk 
exposure, and improves response readiness. It ensures that security 
decisions are informed by accurate and timely information, aligning 

defences with business objectives and enabling resilience in the face of an 
ever-changing threat landscape.

Threat Intelligence Management
A business service that collects validates, and 
disseminates actionable threat intelligence to 

enhance situational awareness and enable 
proactive security decisions.

Threat Modelling and Risk Prioritisation
A structured business service that identifies, 

models, and prioritises threats to organisational 
assets, enabling targeted risk mitigation.

Predictive Analytics and Behavioural Analysis
A proactive business service that uses machine 
learning and analytics to identify anomalies and 
predict potential threats before they manifest.

Threat Hunting
An investigative business service that proactively 

searches for hidden threats within the 
organisation's environment.

Vulnerability and Exploit Intelligence
A business service that monitors and correlates 
vulnerability information to prioritise and drive 

remediation activities.

Adversary Profiling
A business service that analyses threat actor 
behaviour, motives, and capabilities to inform 

defence strategies.

Threat Sharing and Collaboration
A collaborative business service for exchanging 

threat intelligence with external partners to 
enhance collective defence.

Strategic Threat Landscape Analysis
A strategic business service that analyses long-
term threat trends to align security investments 

with future risks.

Threat Intelligence Management (Sub Domain)
Focuses on the collection, validation, and dissemination of actionable threat intelligence to improve situational awareness 
and enable proactive security decision-making. As an Operational Control, it ensures consistent processes to gather and 

utilise intelligence, bridging the gap between strategic objectives and real-time operational needs.

Threat Intelligence Aggregation Service
A service that collects and consolidates threat 

intelligence from various sources, ensuring 
comprehensive coverage of potential risks and 

vulnerabilities. This service ensures the consistency 
and efficiency of the intelligence-gathering process.

Threat Intelligence Validation and Prioritisation 
Service

A service that verifies the accuracy, relevance, and 
reliability of collected threat intelligence, prioritising 

data based on criticality and relevance to the 
organisation.

Threat Intelligence Correlation Service
A service that links threat intelligence data with internal 
organisational data (e.g., logs and asset inventories) to 
identify specific risks to critical assets and operations.

Threat Intelligence Dissemination Service
A service responsible for distributing actionable 
intelligence to the appropriate stakeholders and 

systems within the organisation, ensuring timely and 
effective responses.

Threat Intelligence Feedback and Refinement 
Service

A service that collects feedback from users of threat 
intelligence to continuously improve the accuracy, 

relevance, and value of intelligence processes.

Threat Intelligence Reporting Service
A service that generates tailored reports based on 
threat intelligence findings, providing actionable 

insights to both tactical and strategic stakeholders.

Threat Intelligence Sharing Service
A service that facilitates the secure exchange of threat 

intelligence with trusted external entities, such as 
vendors, industry groups, and government agencies.

Value
Enables organisations to proactively defend against evolving security risks by integrating and disseminating 

validated threat intelligence, enhancing decision-making, situational awareness, and response readiness.

Vulnerability and Exploit Intelligence (Sub Domain)
`Monitors, aggregates, and analyses vulnerability information to prioritise and drive remediation efforts. As a Risk Control, it 

supports the identification of high-priority risks and enables a systematic approach to reducing exposure to known 
vulnerabilities.

Vulnerability Aggregation Service
A service that collects and consolidates vulnerability 

data from diverse sources—such as vendor advisories, 
public vulnerability databases (e.g., NVD), and security 
bulletins—to ensure comprehensive coverage of known 
weaknesses. This service underpins the organisation’s 

vulnerability awareness by providing a centralised 
reference for all new and emerging threats.

Vulnerability Intelligence Reporting Service
A service that generates tailored reports and 

dashboards on current vulnerability and exploit trends, 
providing actionable insights to both tactical and 
strategic stakeholders. By highlighting the most 
pressing vulnerabilities and correlating them with 

ongoing exploit activity, this service helps leadership 
make informed decisions about patching, budget 

allocation, and security posture.

Exploit Monitoring Service
A service that tracks exploit developments, proof-of-

concepts (PoCs), and “in-the-wild” exploit activity 
linked to known vulnerabilities. By continuously 

monitoring exploit timelines and methods, the service 
provides real-time insights into which vulnerabilities 

pose the highest, most immediate risk.

Vulnerability Intelligence Dissemination Service
A service that distributes pertinent vulnerability and 
exploit intelligence to internal stakeholders (e.g., IT 
operations, DevOps teams, security operations) in a 

timely and relevant manner. This ensures that 
remediation teams receive up-to-date details and can 

quickly address high-risk exposures.

Vulnerability Correlation and Validation Service
A service that matches collected vulnerabilities to the 

organisation’s asset inventories and software versions, 
confirming applicability within the environment. This 
service enriches vulnerability data (e.g., with CVSS 

scores, vendor risk ratings, known exploit maturity) to 
validate impact and prioritise accordingly.

Vulnerability Intelligence Sharing Service
A service that facilitates the secure exchange of 
vulnerability and exploit information with trusted 

external entities, such as vendors, industry groups, and 
government agencies. By collaborating on emerging 

vulnerabilities and observed exploit patterns, the 
service amplifies the organisation’s awareness and 

strengthens collective defence.
Vulnerability Exploit Prioritisation Service

A service that applies risk-based criteria—such as 
criticality of assets, exploit availability, and business 

impact—to prioritise vulnerabilities and drive 
remediation. It ensures the organisation focuses 
resources on the most urgent or most damaging 

vulnerabilities first, aligning with overall risk appetite.

Value
Delivers actionable insights into vulnerabilities and exploit trends, enabling organisations to prioritise remediation 

efforts and reduce risk exposure effectively.

Threat Modelling and Risk Prioritisation (Sub Domain)
Provides a structured approach to identifying, modelling, and prioritising threats to organisational assets. As a Risk Control, 

it enables targeted risk mitigation by systematically aligning threat severity with the organisation’s risk tolerance and 
resource allocation.

Threat Identification Service
A service that discovers potential threats to the 

organisation by collecting information from various 
sources—such as internal logs, external threat feeds, 
and industry reports. It screens the environment for 
emerging attack vectors relevant to key assets and 

operations, forming a baseline for further modelling and 
analysis.

Risk Assessment and Scoring Service
A service that evaluates identified threats against 

business impact, likelihood, and existing controls to 
produce a risk score or rating. This quantification 
leverages frameworks like ISO 27005 or NIST SP 

800-30, offering consistency and objectivity in 
measuring threat severity.

Threat Modelling Methodology Service
A service that applies structured frameworks (e.g., 
STRIDE, PASTA) to systematically analyse potential 
attack paths and expose vulnerabilities. By outlining 
threat actors, possible attack vectors, and system 

dependencies, this service helps visualise how different 
threats could manifest against critical business 

processes.

Threat Intelligence Dissemination Service
A service responsible for distributing actionable 
intelligence to the appropriate stakeholders and 

systems within the organisation, ensuring timely and 
effective responses.

Attack Surface Mapping Service
A service that catalogues and maps all critical systems, 

data flows, and interfaces to understand the 
organisation’s exposure. This mapping supports 

targeted threat modelling by pinpointing the most 
vulnerable or high-value areas, thereby focusing 

resource allocation on areas most at risk.

Threat Modelling and Risk Reporting Service
A service that generates customised reports and 

dashboards for both tactical and strategic 
stakeholders, detailing key threats, mitigation 

requirements, and residual risk levels. By highlighting 
critical or fast-evolving threats, it enables timely 
decision-making and continued alignment with 

business objectives.

Risk Prioritisation and Planning Service
A service that ranks risks based on the organisation’s 

risk appetite, compliance requirements, and 
operational constraints. It then translates these risk 

priorities into actionable mitigation plans, 
recommending resource allocation (e.g., patching 

efforts, additional security controls) to optimally reduce 
exposure.

Risk Communication and Collaboration Service
A service that facilitates collaboration and information 
sharing across internal security teams, IT operations, 

and external stakeholders (where appropriate). By 
coordinating on threat findings, aggregating feedback, 

and tracking the status of remediation activities, it 
ensures transparency and shared accountability in 

mitigating prioritised risks.

Adversary Profiling (Sub Domain)
Analyses threat actor behaviours, motives, and capabilities to inform defence strategies. As a Governance Control, it 

provides structured oversight for understanding adversaries and aligning defence strategies with organisational objectives.

Threat Actor Behaviour Analysis
A service that identifies and tracks threat actors' 

activities, methodologies, and operational trends. By 
analysing patterns in historical and real-time data, this 

service enhances the understanding of potential 
adversary movements and anticipates future actions.

Threat Actor Attribution
A service that connects malicious activities to specific 

adversaries or groups using advanced forensic 
techniques and threat intelligence feeds. It improves 

the organisation's capability to understand the source 
and nature of threats.

Motive and Objective Identification
A service that uncovers the underlying goals and 
incentives driving threat actors. It helps prioritise 

security efforts by linking adversaries' objectives to 
organisational vulnerabilities and critical assets.

Adversary Simulation and Threat Validation
A proactive service that emulates adversary tactics to 

test and validate the organisation’s defences. This 
service informs risk management by exposing 

vulnerabilities and enhancing preparedness against 
real-world threats.

Tactics, Techniques, and Procedures (TTP) 
Modelling

A service that models and categorises adversaries' 
methods using frameworks such as MITRE ATT&CK. 
This structured approach supports targeted defence 
strategies by aligning controls and countermeasures 

with specific attack methods.

Predictive Analytics and Behavioural Analysis (Sub Domain)
Leverages machine learning and advanced analytics to identify anomalies and predict potential threats before they 
materialise. As an Operational Control, it focuses on improving real-time situational awareness and proactive threat 

mitigation through advanced analytics capabilities.

Behavioural Analysis Service
A service that analyses user, system, and network 

behaviours to identify deviations from baseline activity. 
By detecting anomalies indicative of potential threats, it 

provides early warning signals to mitigate risks 
proactively.

Anomaly Detection Service
A service designed to continuously monitor data 

streams and system logs for unusual activities. Using 
real-time analytics, it rapidly identifies potential threats, 

ensuring prompt intervention and containment.

Predictive Modelling Service
A service that employs statistical and machine learning 

models to forecast threat vectors and attack 
probabilities. This enables informed decision-making 
and prioritisation of resources for enhanced security 

readiness.

Threat Trend Forecasting Service
A service that evaluates historical and real-time threat 
data to predict future attack patterns. This strategic 

insight helps organisations adapt their security 
postures to address evolving risks effectively.

Threat Sharing and Collaboration (Sub Domain)
Facilitates secure and structured exchanges of threat intelligence with external partners to enhance collective defence. As 
a Governance Control, it promotes collaboration and ensures alignment with compliance and trust standards across the 

security ecosystem.

Threat Intelligence Exchange Service
A service that enables secure and structured sharing of 

threat intelligence with trusted partners and 
consortiums. By standardising data formats and 
ensuring compliance with privacy regulations, it 

promotes efficient collaboration without compromising 
sensitive information.

Threat Indicator Sharing Service
A service dedicated to disseminating threat indicators 
such as malicious IP addresses, phishing URLs, and 
malware signatures. This rapid sharing of actionable 

intelligence enables partners to implement preventative 
measures in real time.

Collective Defence Coordination Service
A service that enables joint initiatives and partnerships 
to address shared threats. This includes collaborative 

response strategies, information-sharing protocols, and 
combined defence measures to mitigate large-scale or 

industry-specific risks.

Partner Risk Collaboration Service
A service that facilitates collaboration on assessing and 
mitigating risks associated with shared vendors, supply 

chains, or operational dependencies. This ensures a 
unified approach to addressing systemic vulnerabilities.

Value
Enhances collective defence by facilitating the secure exchange of threat intelligence, fostering collaboration, and 

improving situational awareness across security ecosystems.

Value
Provides a comprehensive understanding of threat actor behaviours, motives, and capabilities, enabling 

organisations to anticipate, attribute, and counter targeted attacks effectively.

Value
Provides a systematic framework to identify, evaluate, and prioritise threats to organisational assets, enabling 

targeted risk mitigation and optimised resource allocation.

Threat Hunting (Sub Domain)
Proactively identifies hidden threats within an organisation’s environment to strengthen its overall security posture. As an 

Operational Control, it emphasises investigative processes and ensures potential risks are uncovered and mitigated before 
causing harm.

Proactive Threat Investigation Service
A service that systematically examines systems, 

networks, and endpoints for indicators of compromise 
(IOCs). By leveraging threat intelligence and advanced 

analytics, it identifies hidden or advanced threats 
before they can cause harm.

Hypothesis-Driven Threat Exploration Service
A service that uses intelligence-led hypotheses to 

investigate specific areas of concern, such as potential 
insider threats or advanced persistent threats (APTs). 

This methodical approach enables focused 
investigations and targeted mitigations.

Endpoint Threat Hunting Service
A service dedicated to identifying anomalies and 

malicious activities on endpoint devices. By 
continuously monitoring and analysing device 

behaviours, it helps detect and neutralise endpoint-
centric attacks.

Advanced Persistent Threat Detection Service
A specialised service that searches for sophisticated, 

long-duration threats that evade traditional defences. It 
combines behavioural analytics, forensic techniques, 

and threat intelligence to expose and disrupt APT 
activities.

Post-Incident Threat Assessment Service
A service that reviews security incidents to uncover 

undetected or residual threats in the environment. This 
retrospective analysis ensures a clean and secure state 

post-remediation.

Value
Strengthens the organisation’s security posture by proactively identifying and addressing hidden threats that evade 

automated detection systems.

Strategic Threat Landscape Analysis (Sub Domain)
Evaluates long-term threat trends to inform and align security investments with future risks. As a Risk Control, it helps 

prioritise resource allocation and strategic initiatives to address evolving threats effectively.

Long-Term Threat Trend Analysis Service
A service that studies historical and emerging threat 
data to identify patterns and predict future risks. By 

providing insights into evolving attack vectors, it helps 
organisations anticipate challenges and adapt their 

strategies accordingly.

Security Investment Alignment Service
A service that assesses the impact of identified threat 
trends on current security measures and recommends 
adjustments to resource allocation. This ensures that 
investments are prioritised towards areas of highest 

risk and potential impact.

Industry and Geopolitical Risk Forecasting Service
A service that monitors and evaluates industry-specific 
and geopolitical developments to predict their influence 
on the organisation's threat landscape. This proactive 
approach enables tailored risk mitigation strategies.

Emerging Technology Threat Assessment Service
A service that evaluates the security implications of 

adopting new technologies, such as AI, IoT, or 
quantum computing. By analysing potential risks 

associated with innovation, it ensures readiness for 
technology-driven threats.

Strategic Risk Communication Service
A service that translates complex threat trend data into 

actionable insights for executive stakeholders. By 
aligning security objectives with business goals, it 
supports informed decision-making and long-term 

planning.

Value
Delivers actionable insights into long-term threat trends, enabling organisations to align security investments with 

future risks and maintain a resilient security posture.

Value
Leverages advanced analytics and machine learning to predict potential threats and detect anomalies, enabling 

organisations to mitigate risks before they materialise.


