SCAP is used for the following

1) Automating checks for known vulnerabilities
Automating the verification of security configuration settings

Generating reports that link low-level settings to high-level requirements
Vulnerability tracking and prioritisation
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5) Scoring and Measurement

Security Requirement
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VULNERABILITY

INFORMATION
Security Advisories (CVE)

STEP 1
OVAL Definition Created - Uses
specific machine configuration
information and security advisories

PLATFORM DEFINITIONS
Platform Identification -
(CPE)
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STEP 2
Information is extracted from the
target system

SECURITY IMPACT
Security Severity - (CVSS)
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STEP 3
OVAL evaluates the system state
against the OVAL Definition

SECURITY STATE
REPORTING
OVAL Report
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STEP 4
OVAL Returns Current state report -
Vulnerable or Not.

VULNERABILITY
INFORMATION

Security Advisories (CVE)

STEP 5

)

Report used in conjunction with
information provided from sources.




